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1 Overview

The HUAWEI and Microsoft Window Server 2012 Hyper-V Private Cloud Fast
Track solution provides a reference acrchitecture for building private clouds
according to the customer’s organization’s unique requirements. This private
cloud fast track solution combines Microsoft software, consolidated guidance, and
validated configurations with HUAWEI computing power, network, and storage
architectures; and value-added software components. This solution helps
organizations implement private clouds with ease and confidence. Using this
solution will bring your organization the following benefits, faster deployment,
reduced risk, predictability, and a lower cost of ownership.

1.1 Faster Deployment

® End-to-end architectural and deployment guidance.
®  Streamlined infrastructure planning due to predefined capacity.

® Enhanced functionality and automation through deep knowledge of
infrastructure.

® Integrated management for virtual machine and infrastructure deployment.

e  Simplify infrastructure and virtual machine deployment with integrated
management.

o Rapidly grow the infrastructure to adapt to market pressures by leveraging
the scalable design of the architecture.

1.2 Reduced Risk

® Tested end-to-end interoperability for compute, storage, and network.

® Deploy pre-defined out-of-box solutions based on a common cloud
architecture that has already been tested and validated.

e High degree of service availability through automated load balancing

® Adapt to failures by utilizing automation that detects and reacts to events.

Ver 1.0
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1.3 Lower Cost-of-Ownership

Near-zero downtime with exceptional fault tolerance, providing high
availability

Dynamic pooling that can enhance the use of virtualization resources with
Hyper-V and with supported storage and network devices

Utilization of low-cost switches that consume less power and deliver high
throughput for large bandwidth requirements

Benefit from high performance and scalability with HUAWEI Tecal RH2288
V2 Server and T Series Unified Storage solutions along with the Microsoft
Windows Server 2012 operating system and Microsoft Hyper-V technology.

Ver 1.0
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2 What is Microsoft Private Cloud Fast

Track?

MICROSOFT PRIVATE CLOUD FAST TRACK is a reference architecture for
building private clouds that combines Microsoft software, consolidated guidance,
and validated configurations with HUAWEI technology, including compute,
storage, and network, as well as value-added software components.

Microsoft Hyper-V technology continues to gain competitive traction as a key
cloud component in many customer virtualization environments. Hyper-V is
included as a role in x64 versions of Windows Server 2012 Standard, and
Datacenter editions. Microsoft Windows Server 2012 Hyper-V VMs support up to
sixty-four virtual processors and 1TB of virtual memory.

Individual virtual machines (VMs) have their own operating system instance and
are completely isolated from the host operating system as well as other VMs. VM
1solation helps promote higher business-critical application availability while the
Microsoft failover clustering feature, found in the Windows Server 2012 Standard
and Datacenter Editions, can dramatically improve production uptimes.
Microsoft failover clustering helps eliminate single points of failure so users have
near-continuous access to 1mportant server-based, business-productivity
resources. In the event of physical or logical outages linked to unplanned failures
or scheduled maintenance, VMs can automatically migrate to other cluster
member nodes. As a result, clients experience little-to-no downtime. This
seamless operation is attractive for organizations trying to create new business
and maintain healthy service level agreements. Additionally, Microsoft failover
clustering in Windows Server 2012 now supports in box NIC teaming to improve
network fault tolerance and further improves physical resource utilization by
load-balancing VMs across cluster member nodes in active/active configurations.

Ver 1.0
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3 HUAWEI Solution for Microsoft Private

Cloud Fast Track

The HUAWEI and Microsoft Window Server 2012 Hyper-V Private Cloud Fast
Track solution provides a reference acrchitecture for building private clouds
according to the customer’s organization’s unique requirements. This private
cloud fast track solution combines Microsoft software, consolidated guidance, and
validated configurations with HUAWEI computing power, network, and storage
architectures; and value-added software components.

3.1 Reference Architecture

This solution integrates all the components necessary for small infrastructure
implementation. It consists of Microsoft Windows Server 2012 Hyper-V,
HUAWEI Tecal RH2288 V2 series rack servers (RH2288 V2 for short), HUAWEI
Quidway S5700 series network switches (S5700 for short) and HUAWEI
OceanStor S5000T series unified storage systems (S5000T for short). All
components are configured for high availability and reliability.

This solution provides a highly scalable and reliable platform and enables small
businesses and branch offices to take advantage of the power of cloud computing
without the complexity entailed in designing and implementing custom solutions.
The reference architecture for HUWEI solution for Microsoft Private Cloud Fast
Track 3 is shown as follow.

Ver 1.0
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Figure 3-1 Reference Architecture for Microsoft Private Cloud Fast Track

Internal Network Switch External Access Network Switch

WS2012 Failover
Cluster:

2 * HUAWEI
RH2288 V2 Rack
Server

Data Center
Switch

Storage System:
HUAWEI OceanStor
S5500T Unified Storage
System

Internal Management Network
Dedicated Network for VM
Dedicated Network for iSCSI

VLAN A ---iSCSI

VLAN B --- VMvSwitch

VLAN C --- LiveMigration & Heartbeat

Dedicated Network for Live Migration & Heartbeat

[ noTE

4 Internal Network Switch is used for internal management of servers and
storage systems;

4+ External Access Netwok Switch is used for end users to connect to virtual
machines;

4+ The Internal Network Switch and External Access Network Switch are not
included in this Fast Track solution.

3.2 Hardware configuration

As shown in Figure 3-1,
e Two HUAWEI RH2288 V2 rack servers are used as Windows Server 2012
failover cluster nodes which implements server high availability;

e Two HUAWEI S5700 network switches are used to implement the
redundancy for network link including iSCSI connections between servers
and storage system, external access connections for virtual machine and
internal connections for live migration and heartbeat;

e The HUAWEI S5500T storage system is used as datastore, which is designed
with redundant controllers that can advoid Single Point of Failure.

3.2.1 HUAWEI Tecal RH2288 V2 Server

The HUAWEI Tecal RH2288 V2 (RH2288 V2) series is a new-generation 2U 2-

Ver 1.0 HUAWEI Technologies Co., Ltd 7
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socket rack server. Featuring two Intel® Xeon® E5-2600 series processors, the
RH2288 V2 provides a memory capacity of 768 GB and a storage capacity of 38
TB, making it an ideal product for critical services and cloud computing.

Figure 3-2 HUAWEI Tecal RH2288 V2 Series Rack Server

: : il‘ll&l‘w
Tecal RH2288V2 - 8Rack Server Legal Notice: Intel, the Intel

logo, Xeon and Xeon Inside are

= trademarks of Intel Corporation
in the U.S. and/other countries
Huawei Tecal Server With Intel®
Xeon® processor

Tecal RH2288V2 - 12Rack Server

The detailed information for HUAWEI RH2288 V2 servers used in the HUAWEI
and Microsoft Private Cloud Fast Track solution is shown in Table 3-1.

Table 3-1 HUAWEI Tecal RH2288 V2 Server Detailed Information

Hardware Description

HUAWEI Tecal ® CPU: 2 * Intel Xeon E5-2600 series with 8 cores and Hyper-
RH2288 V2 Threading technology, 32 physic cores available in total
Rack Server e Memory: 8 * 16 GB or 16 * 16 GB DDRIII

® Hard Disk: 2 * 300 GB 2.5 inch or 3.5 inch SAS Disk
® Network Adapter:

4 * built-in Intel 82580 Gigabyte network ports

4 * extended Intel 82576 Gigabyte network ports

8 intel 1Gps network ports in total

[ noTE

# For more information about HUAWEI Tecal RH2288 V2 series rack server,
please visit:

http://enterprise.huawei.com/en/products/itapp/server/rh-series-rack-
servers/hw-124935.htm

Ver 1.0
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3.2.2 HUAWEI OceanStor S5500T Storage System

HUAWEI OceanStor S5000T series unified storage system is a new-generation
storage product for mid-range and high-end storage applications. It boasts
integration of block-level and file-level data storage. Support for a variety of
storage protocols, and GUI-based central storage management. Delivering
leading performance, enhanced efficiency, maximized return on investment, and
all-in-one solutions, and the S5000T series is ideally applicable to scenarios such
as large-database OLTP/OLAP, high-performance computing, digital media,
Internet applications, central storage, backup, disaster recovery, and data
migration.

Figure 3-3 HUAWEI OceanStor S5500T Unified Storage System

The internal architecture of HUAWEI OceanStor S5500T unified storage system
meets the principle of high availability. Full component redundancy prevents
single points of failure. Data coffer and file system mirror improve system
reliability. The dual Active/Active controller provides interruption-free
redundancy to ensure operational reliability and availability.

Figure 3-4 HUAWEI OceanStor S5500T Storage System inside architecture

(DSystem enclosure ~ @Power module ®Fan-BBU module
@Controller module  ®Disk module
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The detailed information for HUAWEI S5500T storage system used in the
HUAWEI and Microsoft Private Cloud Fast Track solution is shown in Table 3-2;

Table 3-2 HUAWEI S5500T Series Unified Storage System Configuration
Hardware Description

HUAWEI ® Dual controllers

chapStor S5500T o 1 * Intel CPU with 4 physic cores in total for each
Unified Storage controller

System
® 8G/16GB/32GB cache memory for each controller
® Front-end ports for each controller:
4 * 8 Gbps Fibre Channel ports
4 * 1 Gbps 1SCSI ports or 2 * 10 Gbps iSCSI ports
® 24 * 300GB 2.5 inch SAS HDDs

[ noTE

4+ For more information about HUAWEI S5000T series unified storage system,
please visit :

http://enterprise.huawei.com/en/products/itapp/storage/san-product/hw-
131886.htm

3.2.3 HUAWEI Quidway S5700 Series Switch

The S5700 series ethernet switches (85700 for short) are next-generation energy-
saving switches developed by HUAWEI to meet the demand for high-bandwidth
access and Ethernet multi-service aggregation. Based on cutting-edge hardware
and HUAWEI Versatile Routing Platform (VRP) software, the S5700 provides a
large switching capacity, high reliability (double power slots and hardware
Ethernet OAM), and high-density GE ports to accommodate 10 Gbps upstream
transmissions. It also supports Energy Efficient Ethernet (EEE) and iStack. The
S5700 can be used in various enterprise network scenarios. For example, it can
function as an access or aggregation switch on a campus network, a gigabit
access switch in an Internet data center (IDC), or a desktop switch to provide
1000 Mbps access for terminals.

Figure 3-5 HUAWEI Quidway S5700 Series Network Switch

The Detailed information for HUAWEI S5700 network switch used in the

Ver 1.0 HUAWEI Technologies Co., Ltd 10
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HUAWEI & Microsoft Private Cloud Fast Track solution is shown in Table 3-3;

Table 3-3 HUAWEI Quidway S5700 Network Switch configuration
Hardware Description

HUAWEI Quidway ® 48 * 10/100/1000BASE-T Ethernet ecetrical interfaces

85700 Network ® 4 * 10 Gbps interfaces on the front card
Switch

[ noTE

+ For more information about HUAWEI Quidway S5700 series network switch,
please visit:

http://enterprise.huawei.com/en/products/network/switch/data-center-
switch/hw-131612.htm

3.3 Networking and VLAN Configuration
3.3.1 Network programming principle

To implement easy management and access security, it is recommended to isolate
internal management netwok and external network from each other.

In this solution, four network zones are deployed accoding to different usages,
shows as follows.

® Management Network

The Management Network is the internal network used to manage servers,
network switches and storage systems;

® Heartbeat and Live Migration Network

The Heartbeat and Live Migration Network is a dedicated network used
between Windows failover cluster nodes as heartbeat and live migration
network for virtual machines;

® Dedicated Network for Accessing Virual Machine

This network is the dedicated network for end users or customers to access
their virtual machines from external network;

® Dedicated Network for iISCSI Storage

This network is the dedicated network used as 1SCSI connection between
server hosts and 1SCSI storage systems.

3.3.2 Server Configuration

On each HUAWEI Tecal RH2288V2 server, eight 1Gbps Ethernet network ports
are configured including 2 ports using as iSCSI connection to storage system, 2
ports using as a NIC team for management console, 2 ports using as virtual
machine virtual switches and last 2 ports using as a NIC team for virtual

Ver 1.0 HUAWEI Technologies Co., Ltd 11
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machine live migration and heartbeat.
The detailed configuration information for HUAWEI Tecal RH2288 V2 is shown
as follow.

Figure 3-6 Networking Configuration for HUAWEI RH2288 V2 Servers

B iscsiPorts B VMvirtual Switch Ports

- Live Migration & Heartbeat ports . Management ports

As shown in Figure 3-5, eight network ports are divided into four groups, and
each two ports in a group are used as a team located on different network
adapter, which can implement high availability for network access. This
configuration can effectively avoid single point of failure even one network
adapter is down.

3.3.3 Network Switch Configuration

As shown in Feature 3-1, two HUAWEI S5700 48-port 1GbE Ethernet switches
are deployed in this Fast Track solution.

On each HUAWEI S5700 switch, 3 VLANs are deployed, including VLAN A-
1SCSI, VLAN B-VMvSwitch and VLAN C-LiveMigration&Heartbeat.

Figure 3-7 Network VLAN division on HUAWEI S5700 Switches

HUAWEI S5700
Network Switch

BN VA iscs
_ VLAN B — VMvSwitch
_ VLAN C — LiveMigration&Heartbeat

The detailed VLAN division information is described as follows.

Ver 1.0 HUAWEI Technologies Co., Ltd 12
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Table 3-4 VLAN description
VLAN Name Description
VLAN A - iSCSI VLAN Used for iISCSI storage traffic.
VLAN B - VMvSwitch VLAN Used for VM communication.
VLAN C - VLAN Used for cluster heartbeat and VM Live
LiveMigration&Heartbeat Migration and failover cluster heartbeat.

e iSCSI Storage Network (VLAN A)

There are two controllers on the HUAWEI OeanStor S5500T storage system, and
each controller has four 1Gbps Ethernet ports for iSCSI traffic. The 1SCSI ports
are used for communication between storage system and servers. Each switch
will host a VLAN for iSCSI to isolate storage traffic from other data traffic
occurring on the switches.

e VM switch Network(VLAN B)

This network is used for communication between virtual machines and external
network. One NIC team with two 1Gbps network ports is created through
Windows Server 2012 NIC teaming feature to provide fault tolerance and load-
balancing for communication between virtual machines and external network.

e Heartbeat & Live Migration Network(VLAN C)

This network is used for heartbeat and virtual machine live migration between
clustered server nodes.

3.3.4 Storage System Configuration

The OceanStor S5500T storage system is designed with redundant controllers to
prevent Signal Point of Failture.

Figure 3-8 iSCSI Connection Configuration for S5500T Unified Storage System

HUAWEIS5700:
VLANA —iSCSI

HUAWEIS5700:
VLANA —iSCSI
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As shown in Figure 3-7,

Each S5500T's controller is connected to two HUAWEI S5700 switch’s VLAN
A, which is dedicated for iSCSI connection; even one of the netwok switch is
down, the other switch can take over all the businesses, without single point
of failure.

Each S5700 switch is connected to both two controllers so that even one
controller i1s down, the other controller can take over all the businesses,
without single point of failure.

Ver 1.0
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4 Windows Server 2012 Fast Track
Deployment Guide

4.1 Storage deployment

The following step-by-step processes with screenshots are shared to illustrate
how to configure HUAWEI OceanStor S5500T unified storage syetem with ISM.

Ll noTE

# ISM: The integrated storage management software for HUAWEI storage.

4.1.1 Login to HUAWEI ISM Management Console

End users can login to HUWEI ISM console according to the following step.
Step1 Open web browser such as Internet Explorer or Mozillar Firefox;

Step 2 Input the IP management address for HUAWEI storage system;

- O -
e@l@ https/100148.920,. O ~ @ Cer., B ¢|| & Oceanstor ISM ‘ ‘ e

& OceanStor ISM

HUAWEI

Welcome to OceanStor ISM

Login

Ver 1.0 HUAWEI Technologies Co., Ltd 15
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Step 3 Click Login button, input Username and Password, then click Login button;

$% | OceanStor ISM

Username:  admin

Password: | =

Lonin Advanced »»

Copyright @ Huawei Technologies Co., Lid. 2008-201:32. All rights resenred.

Step4 Then the web browser would turn to the storage system management console.

OceanStor ISM )+ Aams % Critical 0 ® Majoro @ waming o = ®.

@ XVE.Storage > System @

General Alarms

Lewel Description Qeeurred On % v
Device status: O Mormal
Product model: 555007

Total capacity:  3.879TE

SN 210235GAGRZ0B2000 E l'i
Location:

Version: W200R001CO1

Connection:  100.14892.182 a

Iterns: 0 Selected: 0 Show All

Free Capacity LUN
Usage: »>= 20% E Kewywaords for search (&)
Mame | Total Capacity Free Capacity | Usage v I
Ko
-
H 500 1,000 1500 2,000 2500 3,000
Capacity(GB)

4.1.2 Storage Pool Configuration

As the beginning of configuring storage system, the pools must be created on the
storage device. After storage pools are successfully generated, multiple disks can
provide the virtual storage space according to actual RAID levels. In this way,
the storage device can dynamically increase the storage space quota within a
specified range based on the space utilization on the application server, fulfilling
on-demand storage space allocation of optimal utilization.

End users can create storage pools according the following steps.

Ver 1.0 HUAWEI Technologies Co., Ltd 16
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Step1 In the storage system management console, click “Resource Allocation” icon in
the right plane, then click “Storage Pools” icon in the left plane of Resource
Allocation page;

OceansStor ISM )+ Aams % Critical 0 ® Majoro @ waming o

@ XVEStorage > Resource Allocation @

Task

31" Resource Allocation Wizard -

View and Management ”
L
Storage Pools i = LUNs
'3

4 I|| il Create and manage storage pools. L‘_lj Create and manage LUNS.
—

43 Lo

Step 2 Click “Create” button on the Storage Pools page;

OceanStor ISM ) v rams: % criticaln ® majoro @ waming o
(0 XVE.Storage > Resource Allocation » Storage Pools @
& Keywords for search [¢]
Marme | Health Status | Running Status  Total Capacity | Usged Hot Spare Capacity > -—
ltems: 1 Selected: 0

Step3 On the “Name” page of Create Storage Pool Wizard, input Storage Pool Name
and Description, then click Next button;

Create Storage Pool Wizard: Step 5-1 x

2 MName
40l K
' I Enter a name and description for the storage poal.

Mame: * VWI2012FT3

Description: | Storage Pool for Windows Server 2012 Fast Track 3|

I et Cancel Help

Step4 On the “Set Storage Tier Information” page of Create Storage Pool Wizard, select
needed storage tier, disk type, RAID Policy, hot spare policy and disks, then click
Next button;

Ver 1.0 HUAWEI Technologies Co., Ltd 17
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Create Storage Pool Wizard: Step 52 x
J |i-‘ Set Storage Tier Infermation
i A storage pool is divided into three layers based on their performance level. Setthe
parametars far each layer using this wizard.
[+| createTier 1 Storage
Disk type: SAS w | 11 disks are available.
hﬂ_ﬂ RAID policy: | RAIDS v | 8D+1P - Q
Tier 0 Storage Hot spare policy: L »| &
High Perfarmance
Available Disks
Y (_Altomatic selection blockis)
|
Liﬂ (® hlanual selection 8 disks atleast.
Tier 1 Storage SE Kewwiords for search
Performancesy) fH Location = Capacity Speed (RPM) Y
- |z| 0o 278833 GE 10000
| | [ o4 248833 GB 10000
Tier 2 Btorage |2| 012 278833 GE 10000
Capacity _
lw| 013 278833 GB 10000
[terms: 11 Selected: 9 Selected disks: 2.450 TE
Total storage pool capacity: 1,916 TEB Advanced
Frevious et Cancel Help
A storage pool is divided into three layers based on their performance level,
including Tier 0, Tier 1 and Tier 2. Tier 0 is high performance layer using SSDs;
Tier 1 is medium performance layer using SAS disks to balance the performance
and capacity, and Tier 2 is low performance layer using NL-SAS or SATA disks.
Table 4-1 Smart Tier Feature Characteristics
Layer Disk Feature
Tier 0 Solid State Disk High Performance
Tier 1 SAS Balanced Performance and Capacity
Tier 2 SATA or NL-SAS Capacity
For each layer, 5 RAID policies are supported including RAID 0,3,5,6 and 10; And
for RAID 3 and RAID 5, three data protection policies are supported including
Ver 1.0 HUAWEI Technologies Co., Ltd 18
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Step 5
Step 6

2D+1P, 4D+1P and 8D+1P, D stands for data, P stands for date protection; For
RAID 6, two data protection policies are supported including 4D+2P and 8D+2P.

On the “Summary” page of Create Storage Pool Wizard, click Finish button.

On the “Result” page of Create Storage Pool Wizard, click Close button to finish
the creation of storage pool.

--End

4.1.3 LUN configuration

Step1

Step 2

In this Fast Track solution, 3 LUNs should be created in the storage pool, one for
Quorum, the other for Microsoft Distributed Transaction Coordinator (MSDTC),
and the last one would be used as Cluster Shared Volume (CSV) for Windows
Server 2012 failover cluster. 2GB is enough for both Quorum and MSDTC LUNs;
the capacity for CSV could be as large as customers’ requirements.

The definition for each LUN is shown as follow.

Table 4-2 LUN Definition for Windows Server 2012 Failover Cluster

LUN Capacity Description
LUN O 2GB Failover Cluster Quorum
LUN 1 2GB Microsoft Distributed Transaction

Coordinator (MSDTC)

LUN 2 As large as needed Cluster Shared Volume (CSV)

End users can create LUNs according to the following steps.

In the storage system management console, click “Resource Allocation” icon in
the right plane, then click “Storage Pools” icon in the left plane of Resource
Allocation page;

Right-click the storage pool that would used to create LUNSs for Fast Track, select
“Create LUN” option;

OceanStor ISM 'ﬁ" Aarms: $ Critical 0 % Wajor 0“;'*1‘::1rning[|

(O XVEStorage > Resource Allocation > Storage Pools @
Create Delete Propeties Expand S Keywords for search [¢]

Mame Health Status Running Status Used Capacity Total Capacity Used Hot Spare Capacity ¥ —

WiG2012FT3 blnrmal Online 0 MB 1.840TB 0 ME: E

Create LUN

Expand I

& ‘ L

Properties

Items: 2 Selected: 1
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Step3 On the “Create LUN” page, enter the LUN name, for instance Quorum, LUN
description, Capacity, number of LUNs, storage pool, then click “OK” button.
Each LUN just needs 2GB capacity.

Create LUN b3

Hame: * Quorum

Description:

Capacity: * [ 2| 15 b

Humber: * 1

Amaximurm of 100 LURs can be created at one time. When
creating multiple LUMg, the systern automatically appends a
number to users' entries for LUK name distinction.

Select storage pool: WViS2012FT3 b Create
Free capacity, 1.921 TE

Advanced
[ ] Add the LUM into the mapping view

Step4 On the “Results” page, click Close button.

Step5 Repeat the above steps to create LUN for MSDTC, and then these two LUNs
would be in the list.

OceanStor ISM ) v Aarms: % Critical 0 ® Major o @ Warmning 0
(@ XvE.Storage *> Resource Allocation > Storage Pools [©)]
Create Delete Properies Expan SE Keywords for search (]
Marne | Health Status | Running Statug | Used Capacity | Total Capacity | Usged Hot Spare Capacity ¥
WE2012FT3 MHormal Online 4.000 GE 1.940 TR 0 Me
ltemns: 2 Selected: 1
Details
LUNs Disks
% Keywaords for search (&)
\:I. Marme | Health Status | Running Status | Type | Capacity I Mapping .¥
[ @uorum Marmal Online Thick 2.000 GE Unmapped
[] MmsDTC MNarmal Online Thick 2000 GE Unmapped
ltems: 2 Selected: 0
-End

4.1.4 Hosts configuration

In this Fast Track solution, two servers are used as failover cluster nodes,
therefore two hosts should be created for storage host mapping view.
End users can create server hosts according to the following steps.
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Step1 In the system management console, click the “Host” icon in the right plane, and
the click “Host” icon in the left plane;

OceanStor ISM 'Qii' v #arms; % criticalo ® Major 0 o Warning 0

(O XVE.Storage > Host @

LY Mapping View Host
! Create and manage mapping views. Create and manage hosts.

Step 2 On the “Host” page, click “Create” button;

OceanStor ISM ) v alarms: % critical 0 ® majoro @ waming 0 = ®.
@ ¥vEStorage > Host > Host @
Create Delete Propeties F  Keywords for search (]
\:II Marne ‘ Status | 05 IP Address | Crning Mapping Yiew ¥ —
[ Default Host Hormal Windows -- Default Mapview -
Items: 3 Gelected: 0

Step3 On the “Set Host Information”page of Create Host Wizard, input host name,
description, IP address and location information, select needed OS, and then click
“Next” button;

Create Host Wizard: Step 4-1 b4

- Set Host Information.
— Enter hasic infarmation for the host,

Mame: % \wWS2012FT348

Description: | windows Server 2012 Server &

0s: Wi oS -

IP address: [ 100.140.92.184

Location:

Frevious = Cancel Help
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Step4 On the “Configure Initiator” page of Create Host Wizard, select the relevant
1SCSI initiators for host server, then click “Next” button. If iISCSI Initiators are
not configured, it could be configured later.

Create Host Wizard: Step 42 b
. Configure Initiator
— Ahost requires aninitiator to access storage resources. Please add an
initiator.
SE Keywwords for search
[+ Alias WA o 12 Status Type -
lterms: 1 Selected: 1
Create Delete bl ol i
Frevious [+ exd cancel Help

Step5 On the “Summary” page of Create Host Wizard, click “Finish” button;

Step6 On the “Result” page of Create Host Wizard, click “Close” button to finish
creating host;

Step 7 Repeat the above steps to create second host for another host server, then the
hosts added would be in the list;

QOceanStor ISM 4” v Alarms % Griticaln wajor1 @ warning 0
O XVE.Storage > Host > Host @
Create Delate Fraperies SE Keywords far search ]
O MNarme Status ol IP Address Cwning Mapping Yiew ¥ —
] Detault Host Mormal Windows - Default Mapview -

[ wS2012FT3A Maormal Windows 100.148.92.184

] wWS2012FT3E Marmal Windows 10014892186 =
E Lg

ltems: 7 Selected: 1

—End

4.1.5 Host Mapping Configuration
Before finishing configuration of storage system, the host mapping view must be
created. End users can create the host mapping view according the following

steps.

Step1 Login to HUAWEI ISM storage system management console, click “Host” icon
and then click “Mapping View” icon on the left plane;
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OceanStor ISM )+ Alarms B Critical 0 & Majoro @ Waming 0

() WVEStorage » Host @

- | Mapping View Host
= Create and manage mapping views, Create and manage hosts

Step 2 On the “Mapping View” page, click “Create” button;

OceanStor ISM ) v alams: % criticaln ® majorn @ waming o = @.
@ XVEStorage > Host > Mapping View @

Create e Kevwords for search [¢]
I:\‘ Mame | Number of Mapped Hosts | Number of Mapped LUNz | Number of Mapped Snapshots ‘3 S
|| Default Mapview 1 [ [ -
ltems: 2 Selected: 0

Step 3 On the “Set Mapping View” page of Create Mapping View Wizard, input mapping
view name and description, click “Next” button;

Create Mapping View Wizard: Step 6-1

Set Mapping View
Please enter basic infarmation far the mapping view.

Hame: # W3207 2FT3amapiiew

Description: | papyiew for Windows Server 201 2 Fast Track 3

=¥ Cancel Help

Step4 On the “Add Hosts ” page of Create Mapping View Wizard, select hosts to add to
this mapping view, click “Next” button;
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Create Mapping View Wizard: Step 6-2

= Add Hosts
| Please select hasts that you want to add.

SE Keywords for search

Ol Marme Status IF Address 03 s
[v| W3S2012FT3A Marmal Wind o
[v| W32012FT3B Marrmal Wi oS
lterms: 4 Selected: 2
Frevious i 1=Fa Cancel Help

Step5 On the “Add LUNs” page of Create Mapping View Wizard, select the LUNS to
add to this host mapping view, then click “Next” button;

Create Mapping View Wizard: Step 6-3
J:a Add LUNs
| Please select LLINS that vou want to add.

SE Keywords for search

Ol Marmne Onwhing Stor.. | Capac.. | Ownhing Co.. | Mappi.. ¥
|v| Quarurm WSZ012FT3 2.000.. A LInmma...
Izl MSOTC W20 2FT3 20000 B Lnma...
lterms: 4 Selected: 2

Frevious i 1=Fa Cancel Help

Step 6 On the “Add Snapshots” page of Create Mapping View Wizard, click Next button;

Step 7 On the “Summary” page of Create Mapping View Wizard, the host mapping view
name, description, mapped host, mapped volume and mapped snapshot would be

listed, click “Finish” button;
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Create Mapping View Wizard: Step 6.5

(= Summary
| Confirmm the information for the mapping view that you want to create.

Hame: WS2012FT3Maphiew
Description: Mapifiew forWindows Server 2012 Fast Track 3

Mapped host: |~ 2 hostis) added

WWSZ2012FT3A
WWSZ2012FT3E

Mapped volume: v |2 LUN(s) added

CIUorum
ME0TC

Mapped snapshot: |+| 0 snapshotis) added

Frevious Cancel Help

Step 8 On the “Result” page of Create Mapping View Wizard, click Close button to finish
creating mapping view;

Create Mapping Yiew Wizard: Step 66
ﬁ Result
|

Succeeded in creating the mapping view.

€ Create Mapping Wiew WS 201 2FT3Mapview
£ Adding hostWs2012FT34
€ Adding hostWs2012FT3E
€  Adding LUR Quorurm
€ Adding LURN MSDTC
----End

4.2 Server Deployment

The server deployment process includes the following steps.
®  Windows Server 2012 OS installation
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®  Hyper-V role, MPIO and Failover Clustering Feature installation
® NIC Teaming Configuration

® Hyper-V Virtual Switch Configuration

4.2.1 Windows Server 2012 OS Installation

Before installing OS, confirm extended Intel 82578 Gigabyte NIC is installed in
each server, and confirm each NIC ports is connected to their dedicated S5700
switch ports.

Install Windows Server 2012 Datacenter Edition, and run Windows Update to
insure any new patches are installed.

Ll noTE

# Windows Server 2012 Datacenter Edition allows unlimited Windows virtual
machine rights on the host servers and is the preferred version for building
private cloud configurations.

+ Windows Server 2012 Standard Edition now supports clustering as well, but only
provides licensing rights for up to two Windows virtual machines (additional
licenses would be needed for additional VMs). Windows Server 2012 Standard
Edition is intended for physical servers that have very few or no virtual
machines running on it.

4.2.2 Network Adapter Configuration and NIC Teaming

In this Fast Track solution, to implent network high availability, three NIC
teams will be created, the function for each NIC team is shown as follows.

e MgmtTeam

This NIC team is used to implement physical host management.

o  vSwitchTeam

This NIC team is created to support virtual machine communication, and a
vSwitch for Hyper-V would be created over this team.

o LiveMigrationTeam

This NIC team is created to support virtual machine live migration and cluster
heartbeat.
End users can configure NIC Teaming according to the following steps.

©== TIP

# Before configuring NIC teaming, it is recommended to change the network port
name according to different usage such as VMvSwitch ports, iSCSI Ports,
Management Console ports, so that in the NIC teaming process, it is easy to
distinguish according to the port name.

Ver 1.0

HUAWEI Technologies Co., Ltd 26



e

HUAWEI Microsoft Private Cloud Fast Track Deployment Guide on Huawei Server and Storage System

For instance, shown as follow, eight network ports are in the list divided into
four groups according to the port name, so that when creating NIC teaming, it is
easy to distinguish which ports would be use as 1SCSI team, which ports would
be used as Live Migration team, etc.

iy Network Connections = = -

T | rf' <« Metwark and.. » Metwark Connections » v & | | Search Metwark Connections @ |
Organize ~ = - M @
Marne - Status Device Mame
-,‘-J; 15C5IPortd Enahled Intel(R) 82580 Gigabit Metwork Connection #3
;‘3; ISCEIPart? Enahled Intel(R) Gigabit ET Dual Port Server &dapter #2
;‘3; LivebdigrationPortl Disabled Intel(R) Gigabit ET Dual Port Server &dapter #4
-,‘-‘; LiverdigrationPort2 Enabled Intel(R) Gigabit ET Dual Port Server &dapter #3
-,‘-J; rgmtPort] Enahled Intel(R) 82580 Gigabit Metwork Connection #2
;‘3; rgritPort? Enabled Intel(F) 82580 Gigabit Metwark Connection #4
;"‘, wEwitchPaortl Enahled Intel(R) 82580 Gigabit Metwork Connection
;‘3; wEwitchPort2 Enabled Intel(R) Gigabit ET Dual Paort Server &dapter
< 1]
T6aiterns

Step1 Start Server Manger, click “All Servers” item on the left plane, right-click the
server needed NIC teaming, and then select “Configure NIC Teaming” option;

@ Server Manager == -

Manage Tools View

= SERVERS

I Dashboard .l Al servers | 1 total TASKS ¥

B Local Server

= Filter » @B~ @~ ) =
BE All Servers N N
B File and Storage Services b Server Narme Pv4 Address Manageability

WIN-TSMHMZNVHOA  100.143.92. i T - : I counters not started

Shut Down Local Server

Computer Management

Windows PowerShell

Configure NIC Teaming

Configure Windows Automatic Feedback

EVENTS Start Performance Counters

All events | 145 total Refresh TASKS ¥

Filter Copy v

Step2 On the “NIC Teaming” page, all the network adapters would be in the list, shown
as follow;
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wm SERVERS

W a6 Servers | 1 total TASKS

Mame - Status Server Type Teams

WS52012B.WS2012FT.com (T) Online  Physical

TEAMS ADAPTERS AND INTERFACES
All Teams | 3 total TASKS - TASKS -
Team Status Teaming Mode Network Adapters [RECRIEETt Elact |
Adapter - Speed State

4 Available to be added to 2 team (8)
LiveMigrationPoril 1 Gbps
LiveMigrationPort2 1 Gbps

iSCSIPortl 1 Gbps
iSCSIPort2 1 Gbps
MgmtPort1 1 Gbps
MgmtPort2 1 Gbps

vSwitchPort1 1 Gbps

vSwitchPort2 1 Gbps

Step 3 Right-click the network adapter that would be teamed, select “Add to New Team”
option;

i- SERVERS

B 20 servers | 1 total TASKS ¥

MName * Status Server Type Teams

2012FT.com @ Online  Physical

TEAMS ADAPTERS AND INTERFACES
All Teams | 3 total TASKS w TASKS =
S
Team Status Teaming Mode Network Adapters EETINEIEG I |
Adapter “ Speed State

4 Available to be added to a team (8)
LiveMigrationPorit 1 Gbps
LiveMigrationPort2 1 Gbps
iSCSIPartl 1 Gbps
iSCSIPort2 1 Gbps
MgmitPortl 1 Gbps
MgmtPort2 1 Gbps

Add to New Team
wSwitchPart? Add to Selected Team
Disable

Step4 Input the Team Name, and select additional network port to add to this NIC
teaming, then click “OK” button;
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New team

Team name:

WMvSwitchTeam

Member adapters:

In Team Adapte?

I5C5IPortl
iI5C5IPort2
MgmtPortl
MgmtPort2
viwitchPortl

Koo

viwitchPort2 1 Gbps

v Additional properties

Step5 Repeat the above steps to finish all NIC teaming process, then all the NIC
teaming would be in the team list.

Step 6 Repeat the above steps on another host server, then all the teaming configuration
would be listed as follow.

i- SERVERS

W i servers | 2 total

MName - Status Server Type Teams

W52012A.WS52012FT.com @ Online Physical 3
WS2012B.WS2012FT.com @ Online Physical 3

TEAMS ADAPTERS AND INTERFACES

All Teams | 3 total TASKS = TASKS w

Team Status Teaming Mode Load Balancing Adapters DEEI N IS EY Team Interfaces |

LiveMigrationTeam @ K Switch Independent Address Hash 2 Adapter Speed State Reason
MgmtTeam @ 0K Switch Independent Address Hash 2 b Available to be added to a team (6)

VMvSwitchTe oK Switch Independent  Add Hash 2 . . .
witchTeam @ wiken Indepenae ress has I LiveMigrationTeam (2)

B MgmiTeam (2)

[ b WMvSwitchTeam (2)

Step 7 When finishing NIC teaming, configure IP addressed for each NIC team port.
----End
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4.2.3 Hyper-V, MPIO and Failover Clustering Feature
Installation

In the Fast Track solution, the following role and features must be installed.
e HyperV
e  Multipath I/0 (MPIO)

®  Failover Clustering

End users can install these role and features according to the following steps.

Step1 Start Server Manger, on the Server Manger, click “Add roles and features” item;

= Server Manager = [ = -

Manage Tools

WELCOME TO SERVER MANAGER

i Local Server
ii All Servers . . =
— _ o Configure this local server
BE File and Storage Services P
QUICK START
| 2 Add roles and features
3 Add other servers to manage
WHAT'S NEW
= 4 Create a server group
Hide
LEARN MORE

ROLES AND SERVER GROUPS

Roles: 1 | Servergroups: 1 | Servers total: 1

W
[ ]

Step2 On the “Select server roles” page of Add Roles and Features Wizard, select
“Hyper-V” option;

[ Add Roles and Features Wizard = =] -

DESTINATION SERVER

Select server roles WIN-TSMHM2ZNVHTA

Before You Begin Select one or more roles to install on the selected server,

Installation Type Roles Description

Server Selection

- . - . Hyper-V provides the services that
[[] Active Directory Certificate Services - y;j can UPSE to create and manage
Server Roles .
[ Active Directory Domain Services virtual machines and their resources.
Features [[] Active Directory Federation Services Each virtual machine is a virtualized

computer system that operates in an
isolated execution environment. This
allows you to run multiple operating
[] Application Server systems simultaneously.

[] DHCP Server

[] DNS Server

[[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services

d Storage Services (Installed)

[[] Metwork Policy and Access Services
[] Print and Document Services

[] Remote Access

[] Remote Desktop Services

| = Previous | | Mext » Install Cancel
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Step3 On the Add Roles and Features Wizard page, click “Add Features” button to
return back to Select server role page, then click “Next” button;

Add features that are required for Hyper-V?

The following tools are required to manage this feature, but do not
have to be installed on the same server,

4  Remote Server Administration Tools
4 Role Administration Tools
4 Hyper-V Management Tools
[Tools] Hyper-V Module for Windows PowerShell
[Tools] Hyper-V GUI Management Tools

Include management tocls (if applicable)

Add Featurﬁg

Step4 On the Select features page of Add Roles and Features Wizard, select Failover
Clustering option;

DESTINATION SERVER

Select features WIN-TSMHMZNVHOA

Before You Begin Select one or more features to install on the selected server.

Installation Type Features Description
Server Selection

PRI NET Framework 3.5 Featur A .NET Framework 3.5 combines the
IS IMEWo 3.0 reatures;

: power of the .NET Framework 2.0
Senver;foles b W] .NET Framework 4.5 Features (Installed) APls with new technologies for
4 Background Intelligent Transfer Service (BITS) E building applications that offer
[] BitLocker Drive Encryption appealing user !nterfaces, s
your customers’ personal identity
Virtual Switches [ BitLocker Network Unlock inf ion, enable less and
Migration [ BranchCache secure communication, and provide
- the ability to model a range of
Client for NFS
Default Stores - business processes.
Data Center Bridgil
Confirmation L] Data Center Bridging

" | Enhanced Storage

| | Group Policy Management

[] Ink and Handwriting Services

[ Internet Printing Client

[ IP Address Management (IPAM) Server

~ oieiia e W

<| [0 | >

< Previous E Next > ] | Install | Cancel

Step5 On the Add Roles and Features Wizard page, click Add Features button and
return back to Select features page;
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Add features that are required for Failover Clustering?

The foellowing tools are required to manage this feature, but do not
have to be installed on the same server,

4  Remaote Server Administration Tools
4 Feature Administration Tools
4 Failaver Clustering Tools
[Taels] Failaver Cluster Management Tools

[Tools] Failover Cluster Module for Windows PowerShe
<] " | [2]

Include management tools (if applicable)

Add Featursi Cancel

Step6 On the “Select features” page of Add Roles and Features Wizard, select
“Multipath I/O” option, then click “Next” button;

DESTINATION SERVER

Select features WIN-TSMHMZNVHOA

Before You Begin Select one or more features to install on the selected server.

Installation Typs Features Description

Server Selection LI INK aNa Mandwritng Jemnvices Multipath /O, aleng with the
Server Roles [] Internet Printing Client Microsoft Device Specific Module
Fe s [ 1P Address Management (IPAM) Server :)?2\:‘;:5":u:;\r:r;ﬁ:ﬁs[i)ns:';nultiple
Hypar-y [] iSNS Server service data paths to a storage device on
[ LPR Part Monitor Windows.

[] Management OData lI5 Extension
[ Media Foundation

b [ Message Queuing

Virtual Switches
higration

Default Stores

Confirmation Multipath 1/0)

[[] Network Load Balancing

[[] Peer Name Resoluticn Protacol

[ Quality Windows Audio Video Experience
[] RAS Connection Manager Administration Kit (CM/
[] Remote Assistance

[71 Remote Differential Compression
<] ] [ ][>

|<Ereviou5H Next > | | Install || Cancel |

Step 7 On the “Hyper-V” page of Add Roles and Features Wizard, click Next button;

Step 8 On the “Create Virtual Switches” page of Add Roles and Features Wizard, select
the NIC team used for Virtual Machine switch, then click “Next” button;
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[ Add Roles and Features Wizard - |= [
- - DESTINATION SZRVER
Create Virtual Switches WIN-TSMHMZNVHOA
Before You Begin Virtual machines requ_ire virtual s_witches to communicate wi_th other_computers. After you install this
role, you can create virtual machines and attach them to a virtual switch.
Installation Type
) One virtual switch will be created for each network adapter you select. We recommend that you create
Server Selection at least cne virtual switch now to provide virtual machines with connectivity to a physical network. You
Server Roles can add, remove, and medify your virtual switches later by using the Virtual Switch Manager.
Features Network adapters:
Hyper-V MName Description Ja)
Virtual Switches VMvSwitchTeam Microsoft Network Adapter Multiplexor Driver
Migration O i5CSITeaming Microsoft Network Adapter Multiplexcr Driver "
Default Stores < " :
Confirmation (i} We recommend that you reserve one network adapter for remote access to this server, To reserve a
B s LT B IR P
| < Previous ‘ | Next > | Install
Step9 On the “Virtual Machine Migration” page of Add Roles and Features Wizard,
select “Allow this server to send and receive live migrations of virtual machines”
and select “Use Kerberos option for Authentication protocol” option, then click
“Next” button;
Step 10 On the “Default Stores” page of Add Roles and Features Wizard, select default
location for virtual hard disk files, then click “Next” button;
Step11 On the “Confirm installation selections” page of Add Roles and Features Wizard,

check if Hyper-V, Failover Clustering, Multipath I/O features and their appendix
components are in the list, then click “Install” button;

[ Add Roles and Features Wizard == -

DESTINATIOMN SERVER
WIN-GTVHEPTTFT3

Confirm installation selections

Eefore You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type

Server selection Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear

server Rokes their check boxes.

Features
Hyper-v Failover Clustering ~
Virtual Switches Hyper-V
Multipath /0

Migration
Remote Server Administration Tools
Default Stores

Feature Administration Tools
Canfirmation Failover Clustering Tocls
Failover Cluster Management Tools

Failover Cluster Module for Windows PowerShell
Role Administration Tecls

Hyper-V Management Tools

Export configuration settings
Specify an alternate source path

< Previous MNext = ‘ Install || Cancel |

Step 12 On the Installation progress page of Add Roles and Features Wizard, click Close
button and reboot system to finish the feature installation.

——End
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4.2.4 Multipath I/O Configuration

Step1
Step 2

Multipath I/O is used to provide balanced and fault tolerant data traffic paths
from Windows server to storage system. For Microsoft Multipath I/0, the
Distributed Scan Management plug-in (DSM) is needed, and Windows Server
2012 supports customized Distributed Scan Management plug-in (DSM) by
storage vendors. In this solution, default DSM for Multipath I/O from Microsoft is
used.

End users can configure Multipath I/0 according the following steps.

Start Server Manger, click “Tools” button, then select “MPIO” option;

On the “MPIO Properties” dialog, select “Discover Multi-Paths” tab, select “Add
support for 1ISCSI devices” option, then click “Add” button to reboot server to
finish MPIO configuration.

-End

4.3 i1SCSI configuration
4.3.1 iSCSI Port Configuration for S5500T Storage System

Step 1

In this Fast Track solution, two network ports are used for 1ISCSI data traffic on
each controller. The following table shows the reference IP address of each port.

Table 4-3 1SCSI Port TP Address Configuration

Port Local IP Address
0.A0.PO 10.10.10.12
0.A0.P1 20.20.20.12
0.B0.PO 10.10.10.13
0.B0.P1 20.20.20.13

End users can configure the IP addresses for iSCSI ports according to the
following steps.

Login to the HUAWEI ISM system management console, click “Device View” icon
on the bottom; then on the Dashboard, click the rotate icon to change the
appearance to backplane;
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OceanStor ISM D) % Critical0 ® Major 0

(@ XVE.Storage > System [©)
Dashboard v

Controller Enclosure 0 »

O

<

Locate Unlocate = Keywords for search (]

Step 2 Click each iSCSI port used for Fast Track, on the “iSCSI Host Port” page, click
“Modify” button;

(0 ¥VE.Storage > System
Dashboard v
Controller Enclosure 0

controller &

Interface Module AQ

iISCSIPorts » ISCSI Host Port PO

Faorts Name:

Contraller B Location:
Power Modules Health status: MNaormal
Fan Groups Running status: Link Up

EEUS Working rate: 1000 hbit's
IPvd address: 10101012
Subnet mask: 255.0.0.0

IPv6 address: -
a Prefiz: -
MAC address: 54:89:98:50:77:5h

Modify »»

Step 3 On the “iISCSI Host Port” page, enter the IPv4 address and subnet mask, then
click “OK” button.

Step 4 Repeat above steps to finish all iSCSI ports ip address configuration.
----End

4.3.2 iSCSI Port Configuration for Windows Server

ISCSI inititor is a Windows service to establish iISCSI session between Windows
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Server and remote 1ISCSI targets, such as storage system. Before using it, we
shoule open it and configure connection settings.

End users can configure the iISCSI initator on Windows Server 2012 according to
the following steps.
Step1 Start Server Manager, click “T'ools” button and select “iSCSI Initiator” option;
Step2 On the “Microsoft iISCSI” dialog, click “Yes” button to start Microsoft iSCSI
service;
Microsoft iSCSI x
The kicrosoft iISCS] service is not running, The service is required to be started for
i5C5l to function correctly, To start the service now and have the service start
autormatically each time the computer restarts, click the Yes button,
Yes | | Mo
Step 3 On the “iSCSI Initiator Properties” dialog, select “Targets” tab, input Target IP
address, and click “Quick Connect” button;
iSCSI Initiator Properties | x|
Targets |Disu:u:uver3.-' I Favarite Taraets I Volurmes and Devices | RADIUS | Configuration |
Quick, Connect
To discover and log on to a kargek using a basic connection, type the IP address or
DM name of the karget and then click Quick Connect,
Target: 10.10.10.12| | | Cick Conneck. .. |
Discovered targets
| Refresh |
Marme Status
To conneck using advanced options, select a target and then .
click. Connect, =
To completely disconnect a target, select the target and T
then click Disconnect. =
For target properties, including configuration of sessions, f
seleck the target and click Properties., Eroperties. .
For configuration of devices associated with a target, select T
the target and then click Devices. =t
More about basic iSC51 conneckions and targets
(o] 4 | | Cancel | Apply
Step 4 If the iSCSI target is available, there would be the Quick Connect information for
login successfully, then click “Done” button;
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Quick Connect -

Targets that are available For connection at the IP address or DRS name that vou
provided are listed below, IF mulkiple targets are available, vou need to conneck
ko each target individually,

Zonnections made here will be added to the list of Favorite Targets and an atkempt
ko restore them will be made every time this computer restarts.

Discovered targets

MNarne Skatus

alD4... Connected

Progress repark

Immediate Login Succeeded. Persistent Login Failed, target will not be available
after syskem rebook

Step 5 Repeat above step 3 and step 4 until all the iISCSI target IP addresses on storage
system are connected sucessfully;

ISCS| Initiator Properties -

Targets |Discwery | Favorite Targets I Wolumes and Devices I RADIUS | Configuration |
Cuick, Connect

To discover and log on ko a target using a basic connection, type the IP address or
DMS name of the target and then click Quick Connect,

Target: | | | Quick Cannect. ..

Discovered targets

| Refresh

[armne Skakus

ign.2006-03, com. huawei;oceanstor; 21000022a1046452,, .  Connected
iqn.2006-038. com. huawei;oceanstar; 21000022a1046452.. . Connecked
ign.2006-03, com, huawei;oceanstor; 21000022a1046452,. . Connecked
iqn.2006-03. com. huawei;oceanstar: 21000022a1046452.. . Connecked

To connect using advanced options, select a target and then

C k
click Connect., onnec

To completely disconnect a target, select the target and |

Disconnectk
then click Disconnect, = |

For target properties, including configuration of sessions, |

P fies. ..
select the target and click Properties. LipEitiss |

For configuration of devices associated with a karget, select |

Devices... |
the Farart and Fhen click Devices. =

More about basic iSCSI connections and targets

| [0]4 | | Cancel | apply

Step 6 Click “OK” button to finish iSCSI initiator configuration on Windows server 2012.
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—-End

4.3.3 Add iSCSI Session to Mapping View

End users can add iSCSI sessions to mapping view according the following steps.

Step1 Login to HUAWEI ISM storage system management console, click Host icon on
the right plane, then click Host icon on the left;

o) v Aarms: % Critical0 ® Majoro @ Waming 0 = ®,

OceanStor ISM

) XVE.Storage » Host

- Mapping View Host
- Create and manage mapping views. Create and manage hosts.

Step2 On the “Host” page, select the host server that needed to add iSCSI initiator, and
click “Configure Initiator” button;

i v slams % Crtical 0 ® wajoro @ wiaming 0

OceanStor ISM

() XVE.Storage » Host » Host @
Create Delete Properties S Keywiords for search (&)
(]| Marme = Status Cs IP Address Owining Mapping View ¥
|+ 520124 Mormal Windows 100.148.92.184 WWE201 2F Thapview
] ws20128 Mormal Windows 100.148.52.186 WE201 2F Thapview -
terns: 9 Selected: 1
Details
Initiators ~ Mapped LUMNs  Mapped Snapshots
Canfigure Initiator Modify % Keywords for search (']
IZ\ Alias WA O Gk Status Tvpe ¥

Step 3 On the “Initiator Configuration” dialog, select needed iSCSI initiator in the iSCSI
Initiator list, then click the Move Down button, and click “OK” button to finish

1SCSI initator mapping.
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Initiator Configuration

Select an initiataor to be added to a host. You can create, delete, ar modify an initiator.

Available Initiators

SE Keywords for search

I:II Alias | W] o [ | Status | Type bt
[+ - ign.1981-05.com....  Cnline iISCEI
[terms: 0 Selected: 0
Create
v
Selected Inftiators

SE Keywords for search

[+ Alias W] o [ Status Type bt

[tems: 1 Selected: 1

(0] 4 Cancel Help

Step4 When finishing the above process, the iSCSI initiator would be in the list.

OceanStor ISM
(0 XVE.Storage » Host » Host ®
Create Delete Fropeties £ Keywards for search (]
] Mame = Status o5 IP Addresgs Qwening Mapping view bA
[v] WS20124 Mormal Windows 100.148.92.124 WE201 2ZF TMapiiew
[T wis20128 Mormal Windows 100.148.92.186 WS201 2ZF TMantiew
ltems: 2 Selected: 1
Details
Initiators ~ Mapped LUNs  Mapped Snapshots
CGonfigure Initiator Modify N Keywords far search [¢]
[+ Aliag AT ar QM Status Type b4
|IEI = ign.1381-08.com microsoftws2012a  Online iSCS
<
—FEnd
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4.4 Setup Active Directory Server

Step 1

Step 2

Step 3

Step 4

Step 5

Active Directory Domain Controller (AD DC) is the necessary component of the
Windows failover cluster, because the Windows server must be part of the Active
Directory Domain. For Windows Server 2012, the AD DC could be on a virtual
machine located on the Windows Server 2012 failover cluster.

L] noTE

+ If Windows Active Directory already exists, it could be used as well.

#+ If customers have no existing Windows Active Directory, Windows Active
Directory could be created on either physic host or virtual machine.

End users can configure the AD DC on Windows Server 2012 virtual machine
according to the following steps.

Create a virtual machine, install Windows Server 2012 Operating System, then
configure the IP address, netmask, gateway and default DNS;

Login to the Windows Server 2012 virtual machine, start Server Manager, and
click “Add roles and features”;

On the Select server roles page of Add Roles and Features Wizard, select “Active
Directory Domain Services”, click “Add Features” button, then click “Next”
button;

[ Add Roles and Features Wizard == -

DESTINATION SERVER

Select server roles WIN-I3A15LFDH3I

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description

. - . . Active Directory Domain Services
[ Active Directory Certificate Services - e rectary Yomain Senvic

. . . . (AD DS) stores information about
[WActive Directory Domain Services objects on the network and makes
[_| Active Directory Federation Services this information available to users
and network administrators, AD DS

uses domain controllers to give
[] Active Directory Rights Management Services network users access to permitted

[] Application Server resources anywhere on the network
[] DHCP Server through a single logon process.

[] DNS Server

[] Fax Server

[ Active Directory Lightweight Directory Services

[ Hyper-V

[[] Network Policy and Access Services
[] Print and Dacument Services

[] Remote Access

[[] Remote Desktop Services

‘ < Previous | | Next > | Insta Cancel

On the “Select features” page of Add Roles and Features Wizard, click “Next”
button;

On the “Active Director Domain Services” page of Add Roles and Features
Wizard, click “Next” button;
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Step 6 On the “Confirm installation selections” page of Add Roles and Features Wizard,
select “Restart the destination server automatically if required” option, then click

“Install” button;

Step7 On the “Installation Progress” page of Add Roles and Features Wizard, click

“Close” button;

Step 8 Login to system after restarting, start Server Manager again, and click “AD DS”

item on the left plane, and click “More” on the right plane;

188 Dashboard
Local Server

i
ii All Servers

F§ File and Storage Services P

Server Manager

i'-'i SERVERS

All servers | 1 total TASKS =

. =y =
Filter rel @B H~ (v

Server Name IPv4 Address Manageability Last Updd

WIN-I3A15LFDH3I  192.167.10.2  Online - Performance counters not started  4/11/2013

€ n »

EVENTS

All events | 1 total TASKS =

— o= =
Filter rel E) - '.\IEI ) ¥ (™)

Step 9 On the “All Server Task Details” dialog, click “Promote this server to a domain”;

All Servers Task Details - | o

=

All Servers Task Details and Notifications

All Tasks | 1 total

Filter

Status Task Name

famy Fm
=] W | | L |
L =/ '\EJ \w)

Stage Action Motificatior|

Post-deployment Configuration Mot Started Promote this server to a domain...

Status  Notification

Additional steps are required to make this machine a domain controller.

-
Time Stamp

Step10 On the “Deployment Configuration” page of Active Directory Domain Services
Configuration Wizard, select “Add a new forest” option, input the Root domain

name, then click “Next” button;
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[ Active Directory Domain Services Configuration Wizard = |[ = -
. —d TARGET SERVER
Deployment Configuration T
Deployment Configuration .
Select the deployment operation
Domain Controller Options | . o )
B ) () Add a domain controller to an existing domain
Additional Options ) Add a new domain to an existing forest
Paths @ Add a new forest
Review Options . o . . .
_— Specify the domain information for this operation
nec
Boot domain name: WS2012FT.com
More about deployment configurations
Step11 On the “Domain Controller Options” page of Active Directory Domain Services
Configuration Wizard, Select “Windows Server 2012” for Forest functional level
and Domain functional level, select “Domain Name System server” and “Global
Catalog” (GC), then input password and click “Next” button;
e Active Directory Domain Services Configuration Wizard = = -
- N - TARGET SERVER
Domain Controller Options WIN-BATSLEDH3!
Deployment Configuration ) .
Select functional level of the new forest and root domain
Forest functional level: | Windows Server 2012 | v |
DNS Options i
Additional Ogtions Pomain functional level: | Windows Server 2012 |v|
aths éSpecify domain controller capabilities
REVEWOption: Domain Mame System (DMS) server
Prareguisites Chack ] Catalog (GC
;Type the Directory Services Restore Mode (DSRM) password
:Passworg: sssssssene
igonfirm password: sssessssse
More about domain controller options
| < Previous | | Mext = | Insta
Step12 On the “DNS Options” page of Active Directory Domain Services Configuration
Wizard, click “Next” button;
Step13 On the “Additional Options” page of Active Directory Domain Services
Configuration Wizard, input The BIOS domain name, then click “Next” button;
Step14 On the “Path” page of Active Directory Domain Services Configuration Wizard,
input the Database folder, Log file folder and SYSCOL folder, then click “Next”
button;
Step15 On the “Review” Options page of Active Directory Domain Services Configuration
Wizard, check over the detailed selection information, then click “Next” button;
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Step16 On the “Prerequisites Check” page of Active Directory Domain Services
Configuration Wizard, view the results, then click “Install” button;

Step 17 When finishing the above process, the Windows Server 2012 Active Directory
Domain Services is installed successfully.

—-End

(L noTeE

#+ For more information about Windows Server 2012 Active Directoty, please visit
Microsoft official website:

http://technet.microsoft.com/zh-cn/library/jj574166.aspx

4.5 Join Domain

According to the requirement of Microsoft Windows Server 2012 failover cluster,
each Windows Server host must join the dedicated domain. Thedetailed steps for
joining Windows Activer Directory are not listed, please see the Microsoft
websites.

4.6 Live migration settings

To implement live migration feature in Windows Server 2012 failover cluster,
end users can configure the live migration settings according to the following
steps.

Step1 Select one NIC port or a NIC team used for live migration and configure IP
address on each failover cluster node. For instance, in the following configuration,
two 1Gbps NIC ports (including LiveMigrationPort1 and LiveMigrationPort2) are
used as a NIC team (LiveMigrationTeam), and the team port was configured with
TP 30.30.30.x.

E;l

Metwork Connections

_I:I-

T+ | j-l e« Met.. » Metwork Connections

] C.;| | Search Mebwork Connections @ |

Organize v  Disable this network device  Diagnose this connection  »

Fy
MHame

Status

= -~ [ @

Dewice Mame ~

U LiveMigrationPort1
U LiveMigrationPart2
& LiveMigrationTearm

Enabled
Enabled
Unidentified netwark

Intel(R) Gigakit ET Dual Port Sereel
Intel(F) Gigabit ET Dual Port Servel
Microsoft Metwaork Adapter Multig

& bt SnitchTearn
£ m

16 iterms 1item selected

Enahled

hdicrosoft Metwark Adapter bAultip

Step2 Open Failover cluster manager, connect to the cluster and right-click the
“Networks” option on the left plane, select “Live Migration Settings” option in the
right-click menu;
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File  Action ‘iew Help
== z[E @
E Failower Cluster Manager | Actions
A Iﬁ W2 2FTCLAWS2M2FT.com | I
% Roles Mame Statuz Cluster Uze 1
b [ Modes A Livemigration @ Up  Intemal B Live Migration Settings.
b E Storage f M anagerment @ Up Enabled Wiew »
a @l 83 iSCSISwitch (#) Up  Disabled
A L| Live Migration Settings... |Ch2 (#)Up  Disabled |G| Refresh
S e , i (#)Up  Enabled B Hep
i
% g Reied ibiveigration [ina
: =5 Help Showy Critical Events
i Clustercwer | @ Refresh
@ LiveMigration
Status: Subnets:
Up 30.0.0.048 [IPw4)
This action allows configuration of the cluster netwarks to be used for virtual machine live migration,
Step3 On the “Live Migration Settings” dialog, select the network adapter which is
configured for live migration and then click “Apply” and “OK” buttons.
Mebworks Faor Live Migration |
Select one or more nebwarks Far virtual machines to use For live migration,
|Jse the buttons to lisk ther in order From most preferred at the bop to
least preferred at the bokkom,
Mame
O
[v] i LiveMigration
] ? Management
[ 5 iscs1switchz
[ 5 iscstswitch1
Step4 Open Hyper-V manager, connect to all Hyper-V hosts of failover cluster, right-
click each Hyper-V host, and select “Hyper-V Settings” in the right-click menu.
File  Action ‘iew Help
| 7 g
25 Hyper-Y Manager || | IActions
] SE.TE Wivkoiml B achines
N 3
8= = ) . - CPU Usage
Import Virtual Machine.., o Mew
Hyper-¥ Settings... 0if Impart Yirtual Machine.,,
Wirtual Switch Manager... aff Hyper-\¥ Settings..,
Wirtual S&M banager.., Off « Wirtual Switch banager..,
Edit Disk... Flunning Virtual SAM Manager..
Inspect Disk... Edit Disk...
Stop Service Inspect Disk...
Rermowve Server Stop Service
Refresh Remave Server
X The zelected virtual machine has no
Wiew Refresh
Help Wiewr
ITT
Launches the Hyper- settings user interface,
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Step5 In the Hyper-V Settings dialog, select “Live migrations” in left plane, and enable

incoming and outgoing live migration, choose Kerberos as the default
authentication protocol, set simultaneous live migration number, and choose
imcoming live migration network IP address, then click “Apply” and “OK” button.

[= = |

=] Hyper-V Settings for WS2012A
L] 5‘_3“"3" S Live Migrations
—al Mirtual Hard Disks
Cuiwirtual Machines Enable incoming and outgaing live migrations
371 virtual Machines
DiWirkual Machines Authentication protocol
B Physical GPUs Select how you wank to authenticate live migrations.

Manage Rematery GRLs () Use Credential Security Support Pravider (CredSsP)

1Al MWUMA Spanning
Allow NUMA Spanning

;i’j Live Migrations
2 Simultaneous Migrations

‘fou must log on ko the server to perform a live migrakion.
®) Use Kerberos

This is more secure but requires constrained delegation For live migration,

54 Storage Migrations
2 Simulkaneous Migrations

EJEJ Replication ConFlguratlpn Specify how many simultaneous live migrations are allowed,
Mot enabled as a Replica server

A User Simultaneaus live migrations:

ﬁé} Keyboard
Use on the virtual machine

{g’ Mouse Release Key
CTRL+ALT+LEFT ARROW
%= Reset Check Boxes
Reset check boxes

Simultaneous live migrations

Incoming live migrations

() Use any available network for live migration

(®) Use these IP addresses for live migration:

/¥ Some migration network settings cannot be maodified or removed because these
migration network settings are in use by a clusker,

| oK | | Cancel | | Apply |

Step 6 When finishing above steps, the configuration for live migration is complete

successfully, Clustered virtual machines could be live migrated through the
above NIC port or team.

—End

4.7 Deploy Failover Cluster

A failover cluster is a set of independent computers that work together to
increase the availability of server roles. The clustered servers are connected by
physical cables and by software. If one of the nodes fails another node begins to
take over this server’s services (a process known as failover).

Before creating Windows Server 2012 failover cluster, the Failover Clustering
feature must be installed first. The installing steps please visit: 4.2.3 Hyper-V,
MPIO and Failover Clustering Feature Installation.

The deployment for Failove cluster consists of three stages, including validation

stage, creation stage and High availability configuration.
The validation stage is to validate the server’s operating system, hardware
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configuration, network configuration and so on; the creation stage is the real
section to create Windows Server Failove cluster.
End users can create failover clusters according to the following steps.

4.7.1 Failover Cluster Validation

Step1 Before validating and creating failover cluster, scan disk LUNs used for Microsoft
Quorum and MSDTC on each Windows server node.

Step 2 Start Server Manger, click “Tools” button, then select “Failover Cluster Manager”
option;

_I:I-

[t Server Manager

Tools View

Manage

« Dashboard

Cluster-Aware Updating

i Dashboard WELCOME TO SERVER MANAGER

i Local Server
i Al Servers
L]

File and Storage Services P

QUICK START

Component Services
Computer Management
Defragment and Optimize Drives

Event Viewer

0 Confi

Failover Cluster Manager I

Hyper-\V' Manager

Hyper-V
ﬂﬂ yper ISCSI Initiator

Local Security Policy

MPIO

QODBC Data Sources (32-hit)
ODBC Data Sources (B4-bit)

2 Ad
3 Ad

WHAT'S NEW
4 Cre

Performance Monitor
Resource Monitor

Security Configuration Wizard
LEARN MORE

Services

System Configuration
System Information
Task Scheduler

Windows Firewall with Advanced Security

ROLES AND SERVER GROUPS

Roles: 2 | Server groups:1 | Servers total:

-r. File and Storage 4 Windows Memary Diagnestic

Step 3 On the “Failover Cluster Manager” page, click “Validate Configuration” button;

=

= Failover Cluster Manager

File  Action

Wiew  Help

?_.ig Failower Cluster Manager -~ | Actions
4 Management Failover Cl.. =
To begin to uze failover clustering, first validate your hardware configuration, ar j@ Walidate ..,
cluster. After these steps are complete, you can manage the cluster. Managing
include migrating services and applications to it from a cluster running Windows #531 Create Cl...
Windows Server 2008 B2, or Windows Server 2008, daq; Comnect
I E] ‘Walidate Configuration... Understanding cluste Vi >
1ewns
Create Cluster... Creati fail |
B Creats Cluster reating a failover ch 6] Refresh
E] Connect to Cluster. . Managing a failover D Properties
Migrating services an Help

4 More Information

B Failover cluster topics on the 'web
B Failover cluster commurities on the Web

B Microsoft support page on the 'wWeb

< n >l < L} >
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Step4 On the “Before You Begin” page of Validate a Configuration Wizard, click Next

button;

Step5 On the “Select Servers or a Cluster” page of Validate a Configuration Wizard,
input server name, then click “Next” button;

7

Befare vou Begin

Testing Options
Confirmation
W alidating

Summarny

Validate a Configuration Wizard

?ﬂ Select Servers or a Cluster

To validate a set of servers, add the names of all the servers,

Totest an existing cluster, add the name of the cluster or ane of its nodes,

Enter name: ||

Selected servers:

|| Browse...
WS 201 28,05 201 2F T, com
WS 201285 201 2FT. com
| < Previous || Nest » || Cancel |

Step 6 On the’Testing” Options page of Validate a Configuration Wizard, select “Run all
tests (recommended)” option, then click “Next” button;

Step7 On the’Test Selection” page of Validate a Configuration Wizard, select all
components, then click “Next” button;

=

Before “ou Begin

Select Servers ar a
Cluster

Testing O phions

Confirmation
W alidating

Summary

Validate a

?ﬁ Test Selection

Configuration Wizard

Select the tests that pou want o run, A few tests are dependent on other testz, |f you chooge a
dependent test, the test that it depends on will alzo un.

Hyper Configuration
Ireventory

¥ Metwark

# Storage

3 Swstem Configuration

Muore sbout cluster validation tests

Description

These tests validate the
Hyper configuration of the
nodes.

| < Previous ||

Mext » || Cancel |

Step8 On the “Confirmation” page of Validate a Configuration Wizard, click “Next”
button, the validationg process would start;
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# Validate a Configuration Wizard -
=1="" - -
# validating
i y

Before v'ou Begin The following validation tests are running. Depending on the test selection, this may take a significant

amount of time.

Select Servers or a

Cluster Progress Test Result ~
Testing Dptions 2h% Validate Dizk Arbitration Aubitrating for Test Di:
Test Selecti Walidate Disk Failover Pending...
st mEEEten Yalidate File Spstem Pending...
Canfirmation 100% Walidate Microzoft MPI0-based disks The test pazzed.
Yalidate Multiple Arbitration Pending...
S 1003 “alidate SCS1 device Vital Product Data [WPD) The test pazzed. =
100% Walidate SCS1-3 Persistent Rezervation The test pazzed.
Walidate Simultaneous Failowver Pending...
1005 ol ke S mme Cmmmmie, Dlmrcinbimack Do b, Tlo boed mmmmmd. hd
< 1] >
Test iz curently running.

Step 9 The validation result would be shown as the following figure;

Failover Cluster Validation Report

MNaode: WE20124 W32012F T com Walidated
MNaode: WE2012B.WS2012F T.com Walidated
Started 4/15/2013 11:06:01 PM
Completed 4/15/2013 11:10:25 PM

The Validate a Configuration Wizard rmust be run after any change is made to the configuration of the cluster or hardware. For more
information, see hitp/foo microsoft comdfelintep/ Link[d=226870.

Results by Category

Hyper-V Confiouration Y=L Success
Inventory "’_T y Buccess
Metworle Y=L Success
Storage "’_T y Buccess
Systemn Configuration ‘,r% Success

4 | i

---End

4.7.2 Failover Cluster Creation

Step 1

After completing validation of hardware configuration successfully, end users can
create Failover Cluster In the same wizard.

On the “Summary” page of Validate a Configuration Wizard, if the validation
completes successfully, select “Create the cluster now using the validated nodes”
option, then click “Finish” button to start the Create Cluster Wizard;

Ver 1.0

HUAWEI Technologies Co., Ltd 48



e

HUAWEI Microsoft Private Cloud Fast Track Deployment Guide on Huawei Server and Storage System
b Validate a Configuration Wizard -
ﬁ Summary
Before ou Begin Testing has completed successfully and the configuration is suitable for clustering.
Select Servers or a
Cluzter
Testing Options - - -
S Failover Cluster Validation Report ~
Y alidating
S ary Node: WS2012A.WS2012FT.com validated
MNode: WS2012B.WS2012FT.com Validated v

Create the cluster now uzing the validated nodes...

IMore about cluster validation tests

To view the report created by the wizard, click View Repoart, Wigw FRepart...

To close this wizard, click Finish.

Step 2 On the “Before you Begin” page of Create Cluster Wizard, click “Next” button;

Step3 On the “Access Point for Administring the Cluster” page of Create Cluster
Wizard, input Cluster name and IP address, and then click “Next” button;

& Create Cluster Wizard -

?i‘;ii Access Point for Administering the Cluster

Before You Begin Type the name pou want to uge when administering the cluster.

Cluster Mame; WS2012CL

_ The NetBIOS name is limited to 15 characters, ©ne or more IPv4 addresses could nok be configured

et hireliEm '@' automatically. For each network to be used, make sure the netwark is selected, and then bype an
Creating Mew Cluster address,
Summary
Metwarks Address
192.167.10.0/24 12 . 67 .0 o |
[ 192167.0.016 Click here to type an address
< Previous | | Mext » | | Cancel

[ noTE

#+ In environments where DHCP reservations are used, this dialog with a cluster
IP will be slightly different to support the DHCP configuration.
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4.7.3 Distributed Transaction Coordinator Configuration

Step4 On the” Confirmation” page of Create Cluster Wizard, select “Add all eligible
storage to the cluster”, then click “Next” button to start creating failover cluster;

Step5 When finishing above process, the failover cluster would be created successfully.
On the “Summary” page of Create Cluster Wizard, click “Finish” button;

—-End

In Windows Server systems, the Microsoft Distributed Transaction Coordinator
(MS DTC) component provides support for active/active clusters in which a
clustered MS DTC resource coordinates distributed transactions across a

Windows failover cluster group.

In order to implement active-active cluster feature, it is recommended to install
the Microsoft Distributed Transaction Coordinator (MSDTC) after creating

failover cluster.

[l noTE

# The Microsoft Distributed Transation Coordinator is optional for Windows
Server failover cluster, but it is recommended to be installed for active-active

cluster, detailed information please see:

http://technet.microsoft.com/zh-cn/library/cc730992(v=ws.10).aspx

# DTC supports distributed applications that perform transactions. A transaction
is a set of related tasks, such as updates to databases, that either success or fail

as a unit.

End users can install MSDTC according to the following steps.

Step1 Start Failover Cluster Manager, connect to failover cluster, then right-click Roles
item, select “Configure Role” option in right-click menu;
N Failover Cluster Manager =10 -
File  Action “iew Help
= s @
<= XV:AS;F‘ Configure 7R’o\e | Status Nodes -
45N Validate Cluster., 126, @ Up F Add Node..
i ViewValidation Report 126 ®ue View >
ey Add Node... 6] Refresh
= Clase Connection H Help
g
b 15 W Reset Recent Events Ws20124 -
| d Mare Actions » T Pause 3
Refresh 5 Resume 3
Praperties B Rernote Desktop
Help 20124 Showy Critical Events
Mare Actions »
Version: Stalus: & Refresh
629200 Up =
H Hep
Service Pack:
Mo Service Pack Installed
< m >
This action enables you to selact a role that you can canfigure for high availability.
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Step2 On the “Select Role” page of High Availability Wizard, select Distributed
Transaction Coordinator (DTC), then click “Next” button;

Before Yiou Beain Select the rale that you want to configure for kigh availability:

Client &zcess Paoint

'?5 DFS Mamespace Server Drescription:

Select Storage iﬁ DHEP Server DTC supports distributed applications
¢ ated Trs oordinator [DTC) that perfarm transactions. A ransaction
i File Server iz a set of related tazks, such as

Confirmation

Configure High X - updates to databases, that either
Availability E5 Generic Application succeed of fail as a unit,

Iiifl Generic Script

g- Gerneric Service

§ Huper Replica Broker
<3551 Taraet Server

Summary

Maore about roles that you can configure for high availability

| < Previous || Hest = | | Cancel |

Step 3 On “Client Access Point” page of High Availability Wizard, Input the name and
IP address, then click “Next” button;

@ Client Access Point

Before You Begin Type the name that clients will uze when accessing thiz clustered role:

Select Role
Mamme: [MsDTC

Select Storage o ) )
0 The MetBIOS name is limited to 15 charackers, All networks were configured automatically,
Confirmation

Caonfigure High
Aveailability Wetwarks Address

Summary 192 167.0.0/16 Click here to type an address
192167.10.0/24

| < Previous || MNest » || Cancel |

Step4 On “Select Storage” page of High Availability Wizard, select the storage volume
prepared for Microsoft DTC specially.and then click “Next” button;
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Step 5

& High Availability Wizard 3

= Select Storage

Befare You Begin Select the storage volume that you want to assign to this clustered role.

Y'ou can azzign additional storage to thiz clustered role after you complete this wizard.
Select Role

Client &ccess Paint

M arne ?tatus
= El &5 Cluster Disk 2 (%) Online
Confirmation ‘Wolume: (E] File System: NTFS 2 GB free of 2 GB
Configure High
Aveailability
Summary

| < Previous || Mest » || Cancel |

When finishing the above process, the configuration for Windows Server 2012
failover cluster high availability is complete successfully.

-End

4.8 Configure Clustered Shared Volume

Step1

Step 2
Step 3

Step 4

Cluster Shared Volumes (CSVs) in a Windows Server 2012 failover cluster allow
multiple nodes in the cluster to simultaneously have read-write access to the
same LUN (disk) that is provisioned as an NTFS volume. With CSVs, clustered
roles can fail over quickly from one node to another node without requiring a
change in drive ownership, or dismounting and remounting a volume. CSVs also
help simplify managing a potentially large number of LUNs in a failover cluster.
End users can configure CSVs according to the following steps.

Create storage LUN used as Clustered Shared Volume and add this LUN to
mapping views;

Scan this disk LUN on each Windows Server host;

Online and Initiate this disk LUN, and then create NTFS file system for this disk
LUN;

Start Failover Cluster Manager, click “Storge” item on the left plane, then right-
click the Disk item and select “Add Disk” option;

Ver 1.0

HUAWEI Technologies Co., Ltd 52



S

HUAWEI Microsoft Private Cloud Fast Track Deployment Guide on Huawei Server and Storage System

File  Action Wiew Help
&= x[m @
E Failower Cluster Manager Disks (4) Actions
‘ ﬁ%Sf:i?a'wszm”‘m (Queres vl vVl | Disks 4
[ E% Maodes Mame Status Assigned Ta 3 Add D...
4 [} Storage 4 Cluster Disk 1 (%) Orline Disk Witness in Quorum & Move .. b
%] Add Disk |I3 Orlline SCVMMDTC e »
b (53 Metwork Mowe Awvailable Storage » Online Cluster Shared Volume Refresh
Cluster B vier , 3 Onling Cluster Shared Volume ﬂ Help
Refresh 2]
Help
[
<] 5]
IThis action enables you to add a disk to the cluster, I

Step5 On the “Add Disk” dialog, select the needed disk, then click “OK” button;

Select the disk or dizks that wou want to add.

Avallable disks:

Rezource Mame Dizk Info Capacity Signature/ld
[ g Cluzter Digk, & Dizk 5 on node WS20128 500 GE 3070400198

Step 6 Back to Failover Cluster Manager, right-click the disk added before, select “Add
to Cluster Shared Volumes” option;
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File  Action Wiew Help
e #[E @
lﬁ Failover Cluster Manag| Ba T eR )} Actions
+ @ gL Gmes - id v |Disks 2~
oles
b (5 Modes Name Status Assigned To 0~ |5 A
4 [ Storage S Cluster Disk 2 (%) Online SCYMMDTC oML
EENT .
é Disks éf’;], Cluster Disk 3 @Online Cluster Shared Velume Views B
Paools ;
! i i E
b :% Metniorks ﬁ% Cluster Disk 4 @Onllne Cluster Shared Yolume @ Re.. _
Cluster Ewents H Cluster Disk 5 F\-;'ring Online B E Help )
4 b
< "' Take Offiine | Cluste.. &
|ﬁ Add to Cluster Shared Volumes |= & B,
e ‘Ti% LE & | Information Details.. M Tan |
Show Critical Events T~ | Ad.
Volumes (1) —
B | Mare Actions 4 ] & Inf..
CSVolume ” | Sh..
T s[RI o | Remore -
Properties I

Step 7 A moment later, this clustered shared volume would be in the list;

Eile  Action  MWiew Help

«= @ BE=

@ Failover Cluster Manag)| FaTH el (3] Actions

« 8 waonrtcLwsa aumen 1 ~ | v) | Disks &
oles
[ :% Modes Mame Status Assigned To é Ad..
4 [} Storage 24 Cluster Disk 2~ () Online SCYMMDTC M.
p 3
i Disks éé, Cluster Disk 3 @ Online Cluster Shared Volume

E Paoals ) _
b % Metniorks éj Cluster Disk 4 @ Online Cluster Shared Volume @ Re..

Cluster Events || éj Cluster Disk 5 @ Online Cluster Shared Volume

(3 —— | Cluste. »

v (:%Eluﬂer[)i:ltS

Volumes (1)

Inf..,

sh..
CEValume (CACIsterStaranaYalumaT S
W M. b

Step 8 When finishing the above process, the clustered shared volume has been added
successfully. Then in C-\ClusterStorage directory, the clustered shared volume
would be in the list, shown as follow.

Ver 1.0 HUAWEI Technologies Co., Ltd 54



HUAWEI Microsoft Private Cloud Fast Track Deployment Guide on Huawei Server and Storage System

S A ClusterStorage - |ox]
Harne Share i 0

(':' ':') - 1 | <+« Local Disk (C:) v ClusterStorage v ('J| | Search ClusterStorage o |
~ - . i
7 Fawarites s Date modified Type dize
B Desktop 2 Walume1 5172013 306 A File folder 524,204,924 KB

& Downloads

=l Recentplaces

o Libraries
3 Docurnents
rJ"- Music
= Pictures

E Yideos

" w
M Carnninter

Fitems 1itern selected

—End

4.9 Move Windows AD DS virtual Machine to CSV

To implent high availability for Active Directory Domain Services (AD DS) if this
AD DS is in the failover cluster, it is recommended to move AD DS virtual
machine to clustered shared volume, end users can follow the steps to move AD
DS virtual machine to CSV, during the moving process, AD DS virtual machine
must be shutdown.

If Windows Active Directory Domain Service already exists on virtual machine
out of the failover cluster, the step for moving Active Directory to CSV is optional.

Step1 Start Hyper-V manager;

Step 2 Right-click “Hyper-V Manager” item in the left plane and click Connect to Server
option;

Step 3 On the “Select Computer” dialog, select” Local computer” option or select
“Another computer” and input computer name, then click “OK” button;

Select Computer -

Connect to vitualization server

() Local computer

® Another computer:

|| Browse... |

k. || Cancel |

Step4 After connecting to Hyper-V server that hosts AD DS virtual machine, the virtual
machine would be in the list. Then shutdown AD DS virtual machine.
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Step 5 Right-click AD DS virtual machine, select “Move” option;
ds Hyper-V Manager - | O =

File  Action  View Help

25 Hyper-Y Manager
Ea ws20128 Virtual Machines
;.i Wsz0128 Marne “ State CPU Usage Assigned Memory Uptirr
; Connect...
Settings..,
Start
Shapshot
hlove..,
Export.,
< Renarne,.
Delete...
Snapshots
Enahle Replication..,
Hel
SCOM1 P
I
| Summary |Mem0r_l,l| Metworking | Replication
< m >

Step 6 On the “Before You Begin” page of Move VM Wizard, click “Next” button;

Step 7 On the” Choose Move Type” page of Move VM Wizard, select “Move the virtual
machine’s storage” option, then click “Next” button;

g‘l , 4 Choose Move Type

i

= =
= -

EBefore You Begin wWhat type of move do youwant ko perform?

Choose Move Type

() Move the virtual maching
Chaose Mowe Options Mawe the virbual machine and, optionally, its storage to another computer running Hyper-4,

Wirtual Machine (@) Move the virtual machine's storage

Summarsy Mowe anly the virtual maching's storage ko anather location, either on this server or on shared
storage.

[ ] (s ]

Step 8 On the “Choose” Options for Moving Storage page of Move VM Wizard, select
“Move all of the virtual machine’s data to a single location” option, then click
“Next” button;

Step 9 On the” Choose a new location for virtual machine” page of Move VM Wizard,
click “Browse” button to select the location for store virtual machine. Here select
the clustered shared volume to store AD DS so that the AD DS virtual machine
could live migrate amont the failover cluster nodes, then click “Next” button;

Step 10 On the “Completing Move Wizard” page of Move VM Wizard, check detailed
information and then click “Finish” button to performing the move;
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Step 11 When finishing the above process, the location for storing AD DS virtual machine
would change to clustered shared volume.

--End

4.10 Configure Windows AD DS as a Clustered Virtual
Machine

After moving location for storing AD DS virtual machine to clustered shared
volume, the following step is to configure the AD DS virtual machine as a
clustered virtual machine.

1] noTE

+ If Windows Active already exists on virtual machine out of the failover cluster,
the step for moving Active Directory to CSV is optional.

End users can configure it according to the following steps.
Step1 Start Failover Cluster Manager, and connect to the cluster;

Step 2 Right-click “Roles” item in the left plane, select “Configure Role” in the right-click
menu;

Step 3 On the” Select Role” page of High Availability Wizard, select “Virtual Machine”
option, then click “Next” button;

Step4 On the “Select Virtual Machine” page of High Availability Wizard, select AD DS
virtual machine, then click “Next” button;

Step5 On the “Confirmation” page of High Availability Wizard, Click “Next” button;

Step 6 On the” Summary” page of High Availability Wizard, Click “Finish” button if
configuring virtual machine successfully.

Step 7 After finishing the above process, the AD DS server has been configured as a
clustered virtual machine. Then the AD DS would be in the Roles list.

—End
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5 Terms and Abbreviations

AD DS
CSv
HA
IDC
1SCSI
ISM

LUN
MSDTC
MPIO
NIC

NL SAS
SAS
SSD
VLAN

Active Directory Domain Services
Clustered Shared Volume

High Availability

Internet Data Center

SCSI over TP

Integrated Management Software of HUAWEId Storage
System

Logical Unit Number

Microsoft Distributed Transaction coordinator
Multipath I/0

Network Interface card

Nearline Serial Attached SCSI(Disk)

Serial Attached SCSI(Disk)

Solid State Disk

Virtual Local Area Network
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	Step 8 When finishing the above process, the clustered shared volume has been added successfully. Then in C:\ClusterStorage directory, the clustered shared volume would be in the list, shown as follow.
	/

	4.9  Move Windows AD DS virtual Machine to CSV
	Step 1 Start Hyper-V manager;
	Step 2 Right-click “Hyper-V Manager” item in the left plane and click Connect to Server option;
	Step 3 On the “Select Computer” dialog, select” Local computer” option or select “Another computer” and input computer name, then click “OK” button;
	/
	Step 4 After connecting to Hyper-V server that hosts AD DS virtual machine, the virtual machine would be in the list. Then shutdown AD DS virtual machine.
	Step 5 Right-click AD DS virtual machine, select “Move” option;
	/
	Step 6 On the “Before You Begin” page of Move VM Wizard, click “Next” button;
	Step 7 On the” Choose Move Type” page of Move VM Wizard, select “Move the virtual machine’s storage” option, then click “Next” button;
	/
	Step 8 On the “Choose” Options for Moving Storage page of Move VM Wizard, select “Move all of the virtual machine’s data to a single location” option, then click “Next” button;
	Step 9 On the” Choose a new location for virtual machine” page of Move VM Wizard, click “Browse” button to select the location for store virtual machine. Here select the clustered shared volume to store AD DS so that the AD DS virtual machine could li...
	Step 10 On the “Completing Move Wizard” page of Move VM Wizard, check detailed information and then click “Finish” button to performing the move;
	Step 11 When finishing the above process, the location for storing AD DS virtual machine would change to clustered shared volume.

	4.10  Configure Windows AD DS as a Clustered Virtual Machine
	Step 1 Start Failover Cluster Manager, and connect to the cluster;
	Step 2 Right-click “Roles” item in the left plane, select “Configure Role” in the right-click menu;
	Step 3 On the” Select Role” page of High Availability Wizard, select “Virtual Machine” option, then click “Next” button;
	Step 4 On the “Select Virtual Machine” page of High Availability Wizard, select AD DS virtual machine, then click “Next” button;
	Step 5 On the “Confirmation” page of High Availability Wizard, Click “Next” button;
	Step 6 On the” Summary” page of High Availability Wizard, Click “Finish” button if configuring virtual machine successfully.
	Step 7 After finishing the above process, the AD DS server has been configured as a clustered virtual machine. Then the AD DS would be in the Roles list.
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